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Abstract
This thesis explores the impact of Artificial Intelligence (AI) integration within Security Operations Centers (SOCs), focusing on the perceptions, experiences, and challenges faced by SOC analysts, engineers, and managers. The study employs a descriptive quantitative research design, utilizing surveys to gather primary data from professionals across various roles within SOCs in the USA. The research aims to uncover how AI technologies influence SOC operations, including changes in roles, responsibilities, and the overall effectiveness of SOCs in threat detection and response. This research contributes to the understanding of AI's integration in cybersecurity, offering valuable insights for SOC administrators, cybersecurity professionals, and researchers. It lays the groundwork for future studies aimed at enhancing AI's effectiveness in SOC operations and navigating the evolving landscape of cybersecurity threats and defenses.
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[bookmark: _Toc163830953]Research Background

The main mission of any given Security Operation Center (SOC) is to protect an enterprise from security breaches and cyber-attacks, to secure the enterprise's assets (data, infrastructure, applications), and to facilitate normal functionality all year round (Vielberth et al., 2020). SOCs work as a combination of technology, people, and processes in protecting organizational information systems through such efforts as proactive design and configuration, continuous system monitoring, detection of unwarranted actions and undesirable states, and minimization of damages from malicious actions. Therefore, SOCs are the focal point for collaboration and coordination in monitoring, assessment, and mitigation of malicious activities. The people component of SOCs is particularly important as the people are directly involved in the management of the SOCs, analysis of threats and incidents, development and implementation of solutions, and daily operation of the SOCs (Mughal, 2022). The people component includes managers, analysts, engineers, and operators. Analysts and engineers are particularly integral in the operation of SOCs. The analysts are responsible for detecting, analyzing, and addressing security issues through triage, incident response, and threat hunting (Vielberth et al., 2020). On the other hand, the engineers are responsible for planning, researching, and designing robust infrastructures that support the SOC functionalities. They also conduct regular vulnerability and system tests and implement and supervise enhancements on SOC technologies (Vielberth et al., 2020). In addition, they establish recovery procedures and carry out research on security standards, best practices, and security systems applicable to SOC. 
In the recent past, SOCs have advanced and have been integrated with such new technologies as Artificial Intelligence (AI) and Machine Learning (ML) (Kianpour et al., 2021). These technologies have proven to have a significant impact on the functionality and effectiveness of SOCs. Through automation, AI allows SOCs to have minimal dependency on the people component, especially the analysts. Also, through automation, analysts can effectively and efficiently detect, analyze, and respond to anomalies in information systems (Zhang et al., 2022). ML algorithms help analyze enormous amounts of data, identifying patterns and making predations based on these patterns (Kolla, 2021). In doing so, it improves the efficiencies of the analysts. The engineers are responsible for integrating AI into SOCs and ensuring it functions as intended without creating vulnerabilities. 
[bookmark: _Toc163830954]Research Problem

As technology continuously evolves, the evolution evokes different views and perceptions from different quotas of stakeholders in different fields and specialties. Integration and advancement of AI in SOC operations are the latest evolution in SOCs (Kant & Johannsen, 2022). This evolution has had a significant impact on the functionality of SOCs, but there has been no comprehensive research or review of the perception of SOC analysts and engineers on this development. Research has majorly focused on the impact of AI on the performance and functionality of SOC’s, with little being explored on how different stakeholders perceive the evolution. As earlier stated, the people component is key in SOCs and influences the overall performance of a SOC. Therefore, it is important to understand how the integration of AI impacts this component and the perception of analysts and engineers as the technical part of the people component. 
[bookmark: _Toc163830955]Research Aim 

The research aimed to understand the perceptions of SOC analysts and engineers on the integration of AI into SOCs. The study sought to understand how AI impacted the roles and responsibilities of SOC analysts and engineers and then collected their views on these impacts. 
[bookmark: _Toc163830956]Research Questions

In the exploration of the above research aim and research problem, this research focused on the following questions. 
1. What are the roles and responsibilities of SOC analysts and engineers?
2. How does AI affect the roles and responsibilities of SOC analysts and engineers? 
3. What is the perception of SOC analysts and engineers on the integration of AI in SOCs
[bookmark: _Toc163830957]Research Objectives

The objectives of this research were to:
1. explore the roles and responsibilities of SOC analysts and engineers.
2. determine the impact of the perception of AI on the roles and responsibilities of SOC analysts and engineers.
3. determine the perception of SOC analysts and engineers on the integration of AI on SOCs. 
[bookmark: _Toc163830958]Significance of the Study 

The goal of this study was to understand the perceptions of SOC analysts and engineers on the integration of AI into SOCs. It sought to provide researchers, SOC managers, and enterprises with an understanding of how AI impacts the roles and responsibilities of analysts and engineers and how these analysts and engineers perceive these impacts. It intended to provide these parties with in-depth knowledge that can be used in streamlining the AI-based SOCs by showing whether AI improves or inhibits the performance of analysts and engineers. Also, it sought to show how analysts and engineers would like AI to be implemented into SOCs for better performance. From a broader perspective, the study made a profound contribution to the advancement of SOCs and in the fight against cyber-attacks and strengthening cybersecurity. It provided researchers and SOC administrators with the knowledge and guiding framework to strengthen the performance of SOCs by aligning the roles and responsibilities of analysts and engineers with AI integration. Furthermore, it provided details on the benefits and the risks of integrating AI into SOCs on the performance of the SOC analysts and engineers. 
[bookmark: _Toc163830959]Scope of the Research
 
This research study intended to explore the perception of SOC analysts and engineers on the integration of AI into SOCs. In doing so, the study was confined to the roles and responsibilities of SOC analysts, engineers and managers, the impact of AI on these roles and responsibilities, and the analyst's, engineers', and managers’ perceptions and views on the integration of AI into SOC. In exploring the research topic and questions, the study gathered secondary data in developing a literature review on the roles and responsibilities of analysts, engineers, and managers, and the impact of AI on these roles and their responsibilities. Primary data was collected to gather information on the perception of the analysts, engineers, and managers on the integration of AI in SOCs.
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[bookmark: _Toc163830960]CHAPTER TWO: LITERATURE REVIEW

[bookmark: _Toc163830961]Roles and Responsibilities of SOC Analysts and Engineers

Like in many organizational units, SOCs have different organizational units and teams with different roles and responsibilities. Analysts and engineers are the two main teams in SOCs. Analysts are divided into three tiers, each with distinct roles and responsibilities. The first tier comprises of triage specialists who are mainly responsible for the collection of raw data and reviewing of alarms and alerts (Vielberth et al., 2020). Their task is to confirm, determine, and adjust alerts' seriousness and enrich them with data. They identify whether an alert is justifiable or a false positive, and they identify the high-risk events and any potential incidents. They manage and configure monitoring tools and prioritize events based on their criticality, and if they cannot resolve a given problem, they escalate it to the second-tier analysts (Agyepong et al., 2020). 
The second-tier analysts have a more critical role that entails addressing critical incidents escalated by the first tier, and carrying out a more detailed assessment using such threat intelligence as update rules, indicators of compromise, and others (Agyepong et al., 2020). They must understand the scope of a given attack and have an awareness of the attacked systems. They transform the raw attack telemetry data gathered in the first tier and transform it into actionable intelligence data. These analysts are referred to as incident responders, and their task is to design and implement strategies for the containment and recovery of information systems after an incident (Hámornik & Krasznay, 2018). If they face significantly complex issues in identifying and mitigating attacks, they escalate the issue to third-tier analysts.
The third-tier analysts or threat hunters are the most experienced analysts in each SOC. They majorly address the issues escalated by the second-tier analysts (Vielberth et al., 2020). They perform and supervise vulnerability assessments and penetration tests for the identification of potential attack vectors. They must be proactive in the identification of threats, security gaps, and vulnerabilities that are yet to be known (Agyepong et al., 2020). They gather adequate knowledge on a potential threat to an information system and make recommendations on how to optimize deployed security monitoring tools. Lastly, they review any threat intelligence, security data, and critical security alerts gathered or provided by the first and second-tier analysts. 
The analysts work with a wide range of security specialists to increase the efficiency and effectiveness of SOC operations. For instance, malware analysts help the analysts respond to complex threats by reverse engineering malware attacks and creating important results that help in incident response (Cho et al., 2020). Threat intelligence researchers help analysts analyze threat intelligence (TI) data gathered by threat hunter,s by reviewing logs and analyzing data from outside an organization (Vielberth et al., 2020). This analysis helps the analysts by creating an awareness of the possibility of ongoing attacks. Forensics specialists work with analysts in conducting investigations on cyberattacks, and they collect and analyze evidence that can be used in legal proceedings, hence fighting cyberattacks from the legal front (Agyepong et al., 2020). The forensic specialists are in two groups, the red and blue teams, who actively try to create attacks and defend organizational security systems to identify vulnerabilities and test the system. In this way, they increase the effectiveness and resilience of security mechanisms in a given enterprise. Vulnerability assessment experts are other specialists who perform research to identify new vulnerabilities and explore ways to manage the already known vulnerabilities (Vielberth et al., 2020). They create detailed technical reports based on their findings that support SOC analysts in incident response to specific vulnerabilities. 
The SOC engineers' roles and responsibilities entail developing, integrating, and maintaining SOC tools and defining requirements for new tools. They help other SOC teams monitor and analyze threats, and identify and respond to security attacks that might put an enterprise at risk (Vielberth et al., 2020). They make configurations and install firewalls and intrusion detection and prevention systems. Their responsibilities extend to assisting in writing and updating attack or incident detection rules for Security Information and Event Management (SIEM) systems. System architects (SA) are a special type of SOC engineer who plan, research, and design complex security infrastructure in an enterprise (Dimitrov & Syarova, 2019). They constantly carry out tests on system vulnerabilities and lead in the implementation of updates on the systems. They are also key players in the establishment of system recovery and incident response procedures and standards. They are also consulted on security standards, best security practices, and security systems. They help other teams understand the industry overview by comparing an enterprise’s current SOC capabilities against competitors (Vielberth et al., 2020). 
[bookmark: _Toc163830962]Impact of AI on the Roles and Responsibilities of SOC Analysts and Engineers

According to Anasri et al. (2022), integrating AI into SOCs has had a significant impact on the roles and responsibilities of SOC analysts. AI-powered SOCs increase the effectiveness and efficiency of a SOC in identifying threats, vulnerabilities, and attacks and responding to them. These SOCs are powered by technology that has the capability to learn and carry out threat identification with little or no human intervention or interaction (Prasad et al., 2020). For instance, using the Naïve Bayes algorithm,  an AI-powered SOC can analyze complex and vast amounts of data and then generate different classes of vulnerabilities without any human interaction (Kinyua & Awuah, 2021). The algorithm classifies data based on the Bayesian theorem that works on the assumption that anomalous activity in each network is created from independent events instead of a single attack. The decision tree is another AI feature that has a great influence on the roles and responsibilities of SOC analysts. It iteratively divides data in the process of finding a description that optimally classifies traffic in each system (Kuzlu et al., 2021). For instance, it analyzes traffic data, size, and duration and can be effective in the detection of Denial of Services (DoS) attacks and command injection attacks, given that it can categorize values from written data, CPU consumption, and network flow. It searches for a set of attack characteristics in every iteration while maximizing scorings that indicate the quality of classification (Handa et al., 2019). The K-nearest Neighbor feature allows the SOC technology component to make decisions on what classes given data fall into through the analysis of Euclidean distance between sets of data (Aung & Min, 2018). By doing so, it eliminates the need for human or analyst intervention in making decisions. The k-nearest algorithm is swift in learning from new traffic patterns, making it effective in detecting intrusion attacks and identifying attacks that are hard to detect using human analysis. The support vector machines (SVMs) feature of AI allows the SOC technology to effectively separate traffic patterns from such traffic components and classes as HTTP, FTP, and SMTP (Sabar et al., 2019). Particularly, it increases the effectiveness of security tests, such as penetration tests, by allowing a simulation of these tests. Lastly, the Artificial Neural Networks (ANNs) feature has had the most profound impact on the roles and responsibilities of SOC analysts, given that it gives the SOC technological components the capability to learn, assess, and interpret information systems in a manner that emulates the human brain (Kuzlu et al., 2021). The ANNs read collected data and output target values and are effective in detecting unnoticed attacks, meaning they can help in the detection of intrusion attacks and DOS attacks. 
Abbas et al. (2019) argue that AI's main impact on the capability of the SOC is to collect data, analyze data, and identify threats and vulnerabilities; mostly roles of SOC analysts. AI automates most of these tasks and thus increases efficiency, given that the analysts can now work in a semi-automated environment which is quicker in determining and responding to cyberattacks (Parada, 2023). Also, AI makes it possible to analyze large volumes of data and cyber events and can quickly identify patterns that characterize malicious activity as compared to human analysis. They can learn and keep records of this data and can efficiently refer to the record in monitoring, threat identification, and response processes with little or no human intervention (Li, 2018). Therefore, AI gives a SOC the capability to analyze, monitor, and respond to threats and attacks in real time, unlike human analysts, who would take time to analyze, record, and refer to the data. AI also takes up the analysts’ role of risk scoring by creating automatic quantitative measures on the severity of a risk and assigning scores to different security system areas (Abbas et al., 2019). In this way, the analysts can identify high-risk areas and lay out mitigation measures (Morovat & Panda, 2020). Overall, AI minimizes human interaction in a SOC by automating repetitive tasks and processes carried out by analysts and other specialists and can effectively handle these tasks without human intervention.  
For the SOC engineers, AI impacts their roles and responsibilities by expanding their roles to include research, design, and implementation of AI technologies and integrating these technologies into the SOC technological component. SOCs with AI components have new processes that appear, including data management, model training, and system processes (Ahmad et al., 2023). Making sure that these components are well integrated into the SOC is the responsibility of the system engineers, meaning that the system engineers' role is made more complex. The role also extends to managing data, extracting features, analyzing the features, and configuring the security systems (Fischer et al., 2020). According to de Azambuja et al. (2023), the system engineering process for an AI-powered SOC follows nine distinct steps: requirement gathering, data collection, data cleaning, data labeling, feature engineering, model training, model evaluation, model deployment, and model monitoring. The requirements for AI-supported systems are decided depending on the feasibility of the implementation of the features and finding appropriate models for specific problems (Ahmad et al., 2023). Given that there are differences in the development process, engineers are likely to encounter new challenges that arise when managing the requirements for AI-based security systems. These challenges may include the definition of requirements, elicitation of requirements, and requirement specifications (Ahmad et al., 2023). Particularly, there are currently no requirement specifications for such AI features as ML, meaning that the quality of the ML model is significantly impacted, hence affecting the AI-based SOC systems (Ansari et al., 2022). Therefore, SOC engineers have the duty to overcome the difficulties in establishing the requirement specifications for the AI-powered SOC systems, especially the inconsistencies in the input and output patterns. Though multiple tools can be used in addressing these challenges, system engineers still must face an additional challenge due to the vast difference between AI software and traditional system engineering processes (Ahmad et al., 2023). 
According to Arpeg et al. (2018), the literature largely suggests that the existing tools for system engineering practices, especially in requirement engineering, have inherent limitation that limits their applicability in building AI-based security systems. Also, the inclusion of AI components in the development of security software systems has influenced requirement engineering, and new requirements are constantly emerging, especially on data privacy, ethics, and user trust. For instance, non-functional requirements (NFR) for ML-based systems have largely transformed to include security, reliability, safety, privacy, trust, and transparency (Fischer et al., 2020). The engineers also must research the integration of AI into SOC and then come up with standards. Nevertheless, AI can help improve the work of system engineers by saving time and reducing the complexity of some of their tasks (Rouse, 2020). The main contribution to the roles and responsibilities of SOC engineers is the ability of AI to process large amounts of data and derive important insights from the data (Ansari et al., 2022). This capability is particularly useful in developing complex security systems where human analysis can take a lot of time and result in errors. Integrating AI algorithms into the SOC allows engineers to efficiently analyze large data sets, identify patterns, and gain insights that help make informed decisions in developing and monitoring security systems (Ansari et al., 2022). The integration not only saves time but also enhances the efficiency and accuracy of SOC engineers when dealing with critical and technical issues that might arise. In addition to data analysis, AI-powered SOCs help engineers solve system development problems. Unlike traditional SOCs that depend on trial-and-error methods in solving problems, integrating AI into SOCs enhances the engineers' ability to solve problems by allowing them to simulate scenarios and predict outcomes (Rouse, 2020). Simulation helps save on finances and time and enables engineers to identify the most applicable solution to a given problem without needing to test each possible solution. The predictive capability in AI is particularly beneficial when designing and testing SOC security systems and can be used in identifying potential issues and addressing them before they end up problematic (Rouse, 2020).
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[bookmark: _Toc161861209][bookmark: _Toc163830964]Research Design and Approach 

This research adopted the descriptive quantitative research design. The quantitative research design sought to quantify data and apply statistical analysis (Apuke, 2017). This design helped establish the relationship between two or more variables. In this study, the design helped understand the relationship between the integration of AI into SOCs and the perception of SOC engineers and analysts. As descriptive research, the study sought to describe the status of the perception of the engineers and the analysts on the influence of AI on SOCs and their roles and responsibilities. The advantage of descriptive quantitative research design is that it allowed this research to use scientific methods in analyzing primary data and describing the results of the measurements on the nature of the relationship between the study’s variables (Bloomfield & Fischer, 2019). As quantitative research, this study followed the positivist philosophical position that states that knowledge of a given social contrast is dependent on observed, recorded, or measurable data. As a social construct, the perception of engineers and analysts on the integration of AI into SOCs can be understood by observing or measuring. In terms of approach, this research deployed deductive reasoning under the positivist research philosophy. Deductive reasoning is well-suited for quantitative research, given that it dwells on making inferences and then using research data to make conclusions regarding these inferences (Antwi & Hamza, 2015). Deductive reasoning entails formulating general statements, hypothesis of inference, and then using research data to deduce or reach a conclusion regarding the statements. 

[bookmark: _Toc161861210][bookmark: _Toc163830965]Data Collection

Study population: The study population consisted of security operations analysts and engineers actively engaged in various capacities within Security Operation Centers (SOCs) across the United States. This group of professionals was specifically targeted due to their direct involvement and experience with the integration of Artificial Intelligence (AI) into cybersecurity practices, making their insights invaluable for the research objectives. In order to capture a diverse range of perspectives and experiences, the study population was defined using specific criteria namely occupational role and experience with AI in SOCs. Participants were required to be currently employed as analysts, engineers, or managers in SOCs, with roles directly involving cybersecurity operations. Additionally, preference was given to individuals who had either worked with AI tools in their operations or had knowledge of AI's potential application within cybersecurity environments. A total of 148 individuals were identified and contacted based on these criteria, with the aim of gathering a broad spectrum of insights into the integration of AI within SOCs. The selection was intentionally designed to encompass a wide variety of experiences, organizational sizes, and sectors to ensure that the findings would be as representative as possible of the current state of AI integration in cybersecurity operations. The recruitment strategy relied heavily on the researcher's personal network of contacts within the cybersecurity community. This approach was adopted for several reasons including access and expertise. Personal contacts provided a more direct and reliable means of reaching professionals who are often flooded with communications and may be less responsive to unsolicited inquiries. Additionally, leveraging contacts ensured that respondents were genuinely involved in relevant roles, reducing the likelihood of collecting data from individuals outside the study's scope.
While the use of a personal network facilitated access to a targeted population, it introduces potential biases that must be acknowledged. The selection process could inherently favor participants who share similar perspectives or experiences to those within the researcher's network, potentially skewing the data towards certain viewpoints. This selection bias might limit the study's ability to fully capture the diversity of opinions and experiences within the broader population of SOC professionals. Additionally, the reliance on personal contacts raises the possibility of response bias, where participants may have provided answers they believed were expected or favorable in the context of their relationship with the researcher or the person who invited them to participate. Such biases were mitigated to some extent by the anonymity of the survey responses and the assurance that all data would be used solely for research purposes.
Survey Deployment: The survey was strategically deployed through a network of contacts within the cybersecurity field, leveraging personal and professional connections to reach a targeted group of participants. This network consisted of colleagues, peers, and professional acquaintances created over years of work and collaboration within the cybersecurity sector. These individuals were primarily situated in roles within SOCs, positioning them as essential points of contact for further distribution of the survey within their respective organizations and professional circles. The decision to leverage this network was driven by several key considerations. First direct access to SOC professionals through a trusted network significantly increased the likelihood of survey participation, as recipients were more inclined to engage with requests coming from known and trusted sources. Utilizing contacts within the field ensured that the survey reached individuals with relevant experience and insights, enhancing the quality and relevance of the data collected. This method provided a more efficient means of distributing the survey to a targeted audience, bypassing the need for broad, untargeted outreach that might not have reached the intended demographic. The survey was distributed by these contacts to their colleagues and other professionals within their SOCs, who in turn were encouraged to share it with their networks, creating a ripple effect aimed at maximizing reach within the cybersecurity community. These contacts facilitated the distribution of the survey by forwarding it to other professionals within their respective SOCs. This method of deployment was chosen to tap into the specific demographic of SOC professionals, ensuring that the survey reached individuals directly engaged in the areas of interest to this research. A total of 148 participants were initially targeted for the survey, reflecting a diverse cross-section of the cybersecurity community. The outreach was conducted with the intention of maximizing participation while relying on the existing networks within the field to facilitate the spread of the survey.
Response Rate: Of the 148 participants contacted, 54 responded to the survey, yielding a response rate of approximately 36.5%. The response rate of 36.5% presents several limitations to the study. Firstly, it raises questions about the representativeness of the sample. Although the responses received provide valuable insights into the perceptions and experiences of SOC professionals regarding AI integration, the relatively low response rate could mean that these views do not fully encapsulate the broader opinions within the cybersecurity community. The individuals who chose to respond may have had specific motivations or interests in AI technologies, potentially leading to a selection bias where those indifferent or skeptical of AI were less likely to participate. Additionally, the moderate response rate limits the statistical power of the findings. With a larger and more diverse set of responses, the study could have offered a more distinct understanding of the varying perspectives across different demographics, organizational roles, and levels of experience within AI in cybersecurity operations. This limitation restricted the ability to generalize the study’s conclusions to all SOC professionals, necessitating cautious interpretation of the results and highlighting the need for further research with a higher response rate. In addressing this limitation, future research endeavors should consider employing additional strategies to increase participation. This could include broader outreach beyond personal networks, incentives for survey completion, or employing multiple channels of communication to reach potential respondents. Enhancing the response rate is crucial for achieving a more comprehensive and representative understanding of the subject matter at hand.
Data collection instrument: This study used a structured survey to collect primary data from the respondents. The survey contained multiple questions and was structured such that it solicits demographic data, the perception of engineers and analysts on the integration of AI into SOC, and their recommendation on the best course of action for the integration of AI into SOC. Surveys allow research to have a large population and hence have greater statistical power, gather large volumes of data, and can be validated using different models (Couper, 2017). The survey was entirely online and was distributed to the participants via email and other convenient means. It was in the form of a Qualtrics survey. The study also used secondary data from published sources and websites to discuss the findings from the primary data. 
Steps were taken to ensure the validity of the survey. The survey questions were meticulously developed and reviewed to align with the study's objectives and to accurately capture the nuanced perspectives of SOC professionals on AI integration. Drafts of the survey were reviewed by technical experts in the cybersecurity field to validate the relevance and clarity of the questions. These experts were selected based on their extensive experience and knowledge in SOC operations and AI technologies, ensuring that the questions were technically sound and comprehensible to the target audience.
The questions were carefully selected to cover a broad spectrum of topics related to AI integration in SOCs, including operational impacts, perceived benefits and challenges, and the potential for AI to influence future practices. The selection process was guided by relevance, clarity, and diversity of perspectives ensuring that each question directly contributed to the research objectives and could elicit insights that would be valuable for understanding SOC professionals' perceptions of AI. Additionally, questions were formulated to be easily understandable by the target demographic, avoiding technical jargon that might obscure the question's intent. Finally, the survey included a mix of question types (e.g., multiple choice, Likert scale, open-ended) to capture a wide range of responses, from quantitative assessments to qualitative insights. The source of the questions were created based on the insights gained from discussions with cybersecurity professionals
[bookmark: _Toc161861212][bookmark: _Toc163830966]Validation of Data Collection Instrument

Ensuring the validity and reliability of the survey instrument was critical to the integrity of this study. The survey was designed to gather insights on the integration of Artificial Intelligence (AI) into Security Operation Centers (SOCs), requiring careful attention to its construct validity, external validity, and the minimization of biases. Each of these aspects was addressed through a combination of rigorous question selection, expert reviews, and careful consideration of the survey’s applicability to broader contexts.
Construct validity was a primary focus during the survey development process, ensuring that the instrument accurately measured the concepts it was intended to. This was achieved through, a comprehensive review of the literature on AI in cybersecurity and its impacts on SOCs formed the basis of our conceptual framework. This framework guided the construction of survey questions, ensuring they were grounded in theoretical constructs relevant to SOC operations and AI integration. Additionally, the theoretical concepts identified in the framework were operationalized into measurable variables through survey questions. This included defining constructs like "perceived effectiveness of AI in threat detection" and "attitudes towards AI's impact on workflow efficiency" and developing corresponding questions that accurately captured these constructs. External validity was also addressed to ensure that the survey findings could be generalized beyond the immediate study sample to other SOC environments and contexts. Strategies to enhance external validity included, diverse participant recruitment which was although limited by the scope of the researcher’s personal network, efforts were made to include a wide range of participants in terms of role, experience, and organizational type within the cybersecurity field. This diversity aimed to make the findings more applicable across different SOC settings.
The survey instrument was reviewed by experts in the cybersecurity field. Their feedback ensured that the questions were technically accurate and applicable to the research. Bias in the survey instrument was addressed to ensure both validity and reliability. Respondents were assured of their anonymity and the confidentiality of their responses to reduce social desirability bias, where participants might answer in a manner they believe is favorable to the researchers. A pilot version of the survey was administered to a small subset of the target population. This helped identify any ambiguities or biases in the questions, which were then revised before the full-scale deployment. We must however take into account that not having the survey reviewed by an expert in survey design may have inadvertently guided respondents to certain answers, potentially introducing response bias. This highlights the critical need for a comprehensive approach in survey construction, blending expertise from the subject matter with methodological precision. Such an approach is essential for reducing bias and bolstering the validity of the research outcomes.
[bookmark: _Toc161861211][bookmark: _Toc163830967]Data Analysis

This study used statistical methods to analyze the primary data, mainly descriptive statistics. The collected data was analyzed quantitatively using statistical tools (Microsoft Excel and Qualtrics) and the results of the analysis were statistically described and aggregated to present the perception of the engineers and analysts on AI integration into SOCs as the construct of interest. The analysis mainly focused on measuring such entities as percentages, averages, and variations. 
[bookmark: _Toc161861213][bookmark: _Toc163830968]Ethical Considerations

The collection and analysis of data in this study was conducted in a manner that adheres to research ethics. First, data was collected from participants who were willing and uncoerced to take part in the study. To ensure this, the survey questions were accompanied by a consent form that the participants will be required to sign. The study also respects the right to anonymity, and the data collection and analysis process will be done in a manner that ensures that all the participants remain anonymous. Also, this study respected the right to privacy and confidentiality and ensured that all the collected data is kept private and confidential. Lastly, any participants who wish to withdraw from the study had the right to do so without notifying the researcher. 
Prior to the deployment of the survey, the research proposal, including the survey instrument, was submitted to the Institutional Review Board (IRB) for review. The IRB's role was to assess the study's adherence to ethical standards, focusing on the protection of participants from harm and the confidentiality of the data collected. This involved a comprehensive evaluation of the survey questions to ensure they did not pose any risk of emotional or psychological distress to participants. The IRB also reviewed the procedures for obtaining informed consent to confirm that participants were fully informed about the nature of the study, its objectives, and their rights as participants, including the right to withdraw from the study at any point without any adverse consequences. Additionally, the IRB evaluated the measures in place to protect the confidentiality of the data, ensuring that responses would be anonymized and securely stored. Receiving IRB approval was a crucial step in the research process, as it not only affirmed the ethical soundness of the survey instrument but also reinforced the study's commitment to upholding the highest ethical standards. This approval process underscored the importance of ethical rigor in research, particularly when dealing with human subjects.=
[bookmark: _Toc163830969]Limitations

While this study has provided valuable insights into the perceptions of security operations analysts and engineers on the integration of Artificial Intelligence (AI) into Security Operation Centers (SOCs), there are several limitations that must be acknowledged. These limitations primarily revolve around the constraints of time and the breadth of expert reviews on our survey instruments, which collectively may have impacted the generalizability and depth of our findings.
Time Constraints and Sample Size:
One of the most significant limitations of this study was the time constraint imposed on the research process. The restricted timeframe inevitably limited the number of respondents we could reach and engage with for our survey. This limitation is particularly pertinent given the expansive and diverse landscape of cybersecurity professionals working in SOCs across the United States. Despite our efforts to gather a comprehensive set of responses, the time constraint meant that the survey could not be distributed as widely as we had hoped, potentially affecting the representativeness of our sample. Consequently, the findings of this study should be interpreted with an understanding that the sample size may not fully encapsulate the wide range of perspectives and experiences of SOC analysts and engineers in the field. The limited number of respondents restricts our ability to generalize our conclusions to all SOC professionals and highlights the need for further research with a broader and more inclusive respondent base.
Scope of Expert Reviews:
Another limitation relates to the scope of expert reviews conducted on our survey questions. While we made a concerted effort to ensure the relevance, clarity, and comprehensiveness of our survey instrument by having it reviewed by technical experts within the cybersecurity field, we did not extend this review process to include experts in survey design and methodology. This oversight means that our survey may have been susceptible to biases in question framing, leading to potential biases in the responses received. The absence of a review by an expert specialized in survey methodologies could mean that certain questions may have unintentionally led respondents towards specific answers, thus introducing a form of response bias. This limitation underscores the importance of a multidisciplinary approach to survey design, incorporating both subject matter expertise and methodological rigor to minimize biases and enhance the validity of the findings. An additional limitation of our study stems from the methodology employed in recruiting participants for the survey. All respondents were selected through contacts within the cybersecurity field known personally to one of the researchers. This approach to participant selection introduces a potential selection bias, as the sample may not adequately represent the broader population of security operations analysts and engineers. The reliance on a personal network for respondent recruitment could lead to a homogeneity in the responses, where the perspectives and experiences shared by the participants might be more reflective of a specific subgroup within the cybersecurity community rather than the diversity of the field at large. The nature of this selection process may also influence the study's findings in ways that are difficult to quantify. For example, respondents who are connected to the research team through professional networks may have differing levels of exposure to AI technologies, opinions on the integration of AI into SOCs, or willingness to share critical insights compared to those outside of these networks. Consequently, the insights derived from this study might be skewed towards the views and experiences of this more narrowly defined group of professionals. Recognizing this limitation is crucial for interpreting the study's findings. It suggests the need for caution in generalizing the results to the entire field of cybersecurity. Future research should aim to employ more diversified recruitment strategies that can reach a broader and more representative sample of professionals working in security operations centers.
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[bookmark: _Toc163830970]CHAPTER FOUR: RESEARCH FINDINGS

This section presents the findings derived from a comprehensive survey conducted among Security Operations Center (SOC) professionals, which aimed to capture their perceptions, experiences, and insights into the integration of Artificial Intelligence (AI) within SOC environments. The survey sought to understand not only the general stance of SOC personnel on AI's role and effectiveness, but also how these perceptions were influenced by specific factors such as the respondents' roles within their organizations, their years of experience in SOC-related positions, and their direct experience with AI technologies in SOC operations.
[bookmark: _Toc163830971]Overview of Survey Results

The survey encompassed a broad range of questions designed to elicit detailed responses on various aspects of AI integration in SOCs, from perceived benefits and challenges to suggestions for improvement and expectations for the future. Initially, the analysis will focus on presenting the overall survey results, offering a bird's-eye view of the prevailing sentiments, opinions, and observations shared by the SOC professionals. This aggregate analysis will set the stage for a deeper dive into the data, providing context and background against which the nuanced differences among specific respondent groups can be better understood.
[bookmark: _Toc163830972]Correlation of Results with Respondent Characteristics

Following the overview of the overall survey results, the findings were divided further to uncover patterns and correlations related to the respondents' professional roles and their years of experience in SOC-related positions. This segmented analysis was crucial for several reasons:
Role-based Insights: Different roles within SOCs may interact with AI technologies in distinct ways. For instance, qnalysts might be more concerned with AI's impact on threat detection accuracy, while engineers could be more focused on the integration and customization of AI tools. By correlating the survey results with respondents' roles, we can uncovered role-specific perceptions, challenges, and recommendations regarding AI integration.
Experience-based Perspectives: The years of experience in SOC-related roles could influence professionals' views on AI integration. Veterans in the field may have witnessed the evolution of SOC operations over time and thus may offer insights into how AI technologies compare to traditional methods. Conversely, newer entrants might be more receptive to AI innovations, given their entry into the field in an era where such technologies are becoming the norm.
By examining how survey responses varied across these different dimensions, the research aimed to provide a comprehensive and nuanced understanding of SOC professionals' perceptions of AI integration. This approach not only enriched the analysis with diverse perspectives but also enabled the identification of specific needs, expectations, and areas for development that can inform future strategies for optimizing AI's role in enhancing SOC operations and cybersecurity defenses.
[bookmark: _Toc163830973]General Overview of Survey Results

The survey, conducted among Security Operations Center (SOC) professionals, garnered a total of 54 responses, offering valuable insights into the perceptions, experiences, and attitudes towards the integration of Artificial Intelligence (AI) in SOC environments. Here is an overview of the key findings from the survey:
[bookmark: _Toc163830974]Demographics and Experience

Respondents spanned various roles within SOCs, with Engineers making up the largest group (50.9%), followed by Analysts (30.2%), and Managers (17%) as shown in Table 1
[bookmark: _Toc164859669]Table 1 - Current Job Title
	Current Job Title 
	Count
	Number of responses

	Analyst
	16
	54

	Engineer
	27
	54

	Manager
	9
	54

	Other (Please specify)
	1
	54



Table 2 shows that the majority of respondents had 4-6 years of experience in SOC-related roles, indicating a well-experienced participant base in dealing with cybersecurity operations and potential interactions with AI technologies.
[bookmark: _Toc164859670]Table 2 - Years of Experience in SOC-related Roles
	Years of Experience in SOC-related roles:
	Count
	Number of responses

	Less than 1 year
	6
	54

	1-3 years
	18
	54

	4-6 years
	22
	54

	More than 6 years
	8
	54




[bookmark: _Toc163830975]Perceptions of AI in SOCs

When asked about their perception of AI in improving threat detection capabilities, a substantial number of respondents (42.6%) indicated a "Very Positive" view, highlighting an optimistic outlook on the role of AI in enhancing SOC functions, as shown in Table 3.
[bookmark: _Toc164859671]Table 3 - What is your Perception of AI in improving threat detection and response
	What is your Perception of AI in improving threat detection and response
	Count
	Number of responses

	Very Positive
	23
	54

	Somewhat Positive
	24
	54

	Neutral
	5
	54

	Somewhat Negative
	2
	54

	Very Negative
	0
	54



Table 4 shows that the top benefits associated with AI integration, as identified by the respondents , included improved efficiency (70.4%), enhanced accuracy (57.4%), and reduced workload (61.1%), pointing to the significant potential of AI in streamlining SOC operations. 
[bookmark: _Toc164859672]Table 4 - What are some Benefits and drawbacks of AI in SOC operations
	What are some Benefits and drawbacks of AI in SOC operations: 
	Count
	Number of responses

	Improved efficiency
	38
	54

	Enhanced accuracy
	31
	54

	Reduced workload
	33
	54

	Dependency on technology
	25
	54

	Lack of human insight
	21
	54

	Other (Please specify)
	1
	54



[bookmark: _Toc163830976]Challenges and Suggestions

Tables 5 and 6 show that the primary challenges noted in AI integration were technical difficulties (59.3%) and training requirements (64.8%), emphasizing the need for comprehensive preparation and skill development among SOC personnel. Respondents suggested that better accuracy (50%) and customization options (31.5%) are critical for improving AI's effectiveness in SOC operations, indicating areas where AI technologies could be refined to better meet the needs of SOC environments.
[bookmark: _Toc164859673]Table 5 - Choose any Challenges encountered due to AI in SOC
	Choose any Challenges encountered due to AI in SOC 
	Count
	Number of responses

	Technical difficulties
	32
	54

	Training requirements
	35
	54

	Resistance to change
	30
	54

	Others (Please specify)
	0
	54



[bookmark: _Toc164859674]Table 6 - What are some Suggested improvements in current AI systems
	What are some Suggested improvements in current AI systems 
	Count
	Number of responses

	Better accuracy
	27
	54

	User-friendliness
	36
	54

	Customization options
	17
	54

	Integration with other tools
	28
	54

	Other (Please specify)
	2
	54



[bookmark: _Toc163830977]AI Impact and Future Directions

Table 7 shows a significant portion of respondents reported that AI integration had moderately increased their SOC's threat detection capabilities, suggesting a positive, although varied, impact of AI on operational outcomes. Looking towards the future, SOC professionals see automated threat detection (61.1%), predictive analytics (59.3%), and incident response (53.7%) as key areas where AI could make substantial contributions, reflecting an expectation for AI to play a crucial role in advancing cybersecurity practices. 
[bookmark: _Toc164859675]Table 7 - Where do you see Future utilization of AI in SOC
	 Where do you see Future utilization of AI in SOC 
	Count
	Number of responses

	Automated threat detection
	33
	54

	Predictive analytics
	32
	54

	Incident response
	29
	54

	User behavior analysis
	19
	54

	Other (Please specify)
	0
	54



Training and Role Evolution
Tables 8 and 9 show that On-the-Job Training (70%) emerged as the most common form of preparation for adapting to AI in SOCs, followed by formal courses (42%) , which indicates a preference for practical, hands-on learning experiences. The integration of AI has led to a moderate change in the roles of SOC professionals (51%) , which suggests an evolving landscape where AI technologies are reshaping job responsibilities and requirements within cybersecurity operations. 
[bookmark: _Toc164859676]Table 8 - What kind of training was provided for adapting to AI-integrated systems
	What kind of training was provided for adapting to AI-integrated systems? 
	Count
	Number of responses

	None
	4
	54

	On-the-Job Training
	37
	54

	Formal External Courses
	22
	54

	Online Courses/Webinars
	16
	54

	Other (Please specify)
	0
	54



[bookmark: _Toc164859677]Table 9 - How has the role of SOC professionals evolved with AI adoption?
	How has the role of SOC professionals evolved with AI adoption?
	Count
	Number of responses

	No Significant Change
	6
	54

	Minor Adjustments
	19
	54

	Moderate Role Change
	27
	54

	Major Role Redefinition
	1
	54



The overall survey results underlined a generally positive perception of AI's role in SOC environments, along with recognition of the challenges and areas for improvement. SOC professionals acknowledged the benefits of AI in enhancing efficiency, accuracy, and workload management but also highlighted the importance of addressing technical challenges and providing adequate training. The insights gathered from the survey show an industry poised to further integrate AI technologies, with an eye towards leveraging automated and predictive capabilities to strengthen cybersecurity defenses. The findings lay the groundwork for a deeper exploration of how specific factors such as job roles and years of experience influence these perceptions and experiences.

[bookmark: _Toc163830978]Correlation of Results with Respondent Characteristics: Professional Role

Overview
In the analysis of how SOC professionals' perceptions and experiences with AI integration correlate with their roles within their organizations, we moved on to on an exploration of data collected from many different dimensions. This segment of our research findings delves into the professional roles of the respondents, specifically focusing on analysts, engineers, and managers. We examined how these roles influence their perspectives on challenges, operational changes, workflow efficiencies and more in the context of AI integration within SOC environments.
[bookmark: _Toc163830979]Challenges Identified by Role

We began our analysis with an examination of the challenges faced by SOC professionals in the wake of AI integration. This dataset revealed a notable difference in the challenges identified, based on professional roles:
Analysts: Figure 1 shows a significant proportion of analysts (50%) reported resistance to change as a major challenge, emphasising the hurdles encountered in integrating AI into existing processes. Additionally, technical difficulties were highlighted by an even larger group of analysts (62.5%), indicating challenges related to the complexity of AI tools and the integration with current SOC technologies. 
Engineers:  Figure 1 shows Engineers also identified resistance to change as a prevalent challenge, with a majority (59.2%) echoing this attitude. This suggests that even those deeply involved in the technical aspects of SOC operations face significant barriers in fostering acceptance and adaptability towards AI-driven changes. 
Managers: Figure 1 shows that while fewer managers participated in the survey, the responses indicate that resistance to change persists across the spectrum of SOC roles, with a subset of Managers (42.8%) also acknowledging this challenge. 
[bookmark: _Toc164859694]Figure 1 – Different Roles on Challenges Seen in AI

[bookmark: _Toc163830980]Observations on Operational Changes and Workflow

As shown in Figure 2, our next set of data focused on the observed changes in SOC operations and workflow efficiencies focusing on the variations across different professional roles. Initial insights suggested that while there were commonalities in recognizing the benefits of AI, such as enhanced accuracy and better data analysis, the extent to which these benefits are valued and perceived varied by role. Engineers and analysts, for instance, frequently highlighted improvements in data analysis capabilities (70.4%, 68.8%) underscoring the direct impact of AI on enhancing the technical dimensions of SOC operations. Only (11.1%) of managers on the other hand saw better data analysis as a benefit of AI integration in the SOC. 
[bookmark: _Toc164859695]Figure 2 – Different Roles on Changes Seen in SOC Operations  

[bookmark: _Toc163830981]Effects of AI Integration

Figure 3 shows that our data indicated that the perceived effectiveness of AI integration is seen to have significantly increased SOC responsibilities for both analysts and engineers, however the manager role seemed to lean more towards no change or a moderate decrease in SOC responsibilities. This suggested that more technical roles that directly interacted with the SOC saw an additional workload due to either the process of integrating AI or the additional tasks that came along with it. 
[bookmark: _Toc164859696]Figure 3 - Different Roles on Effect of AI Integration on SOC Responsibilites

[bookmark: _Toc163830982]Comfort Levels with AI and Perceptions

Figure 4 shows Analysts leaned a lot more towards comfort with AI, with 12.5% expressing that they were 'Very Comfortable' and 68.8% stating they were 'Somewhat Comfortable' with AI in decision-making roles. This suggested a high level of trust in AI's capability to aid in their analysis work, potentially due to the close interaction these professionals have with AI tools for rapid threat assessment. However, a combined total of 18.8% of Analysts remained 'Neutral' or 'Somewhat Uncomfortable', signaling a substantial portion who may harbor reservations about over-reliance on AI or the opacity of AI-driven decisions.
Engineers reported the highest levels of comfort with AI in decision-making, with 22.2% rating themselves as 'Very Comfortable' and 51.9% rating themselves as “Somewhat Comfortable” as shown in Figure 4. This could reflect their deeper understanding of the workings of AI technologies and their capabilities. However, 25.9% fall into the 'Neutral' and 'Somewhat Uncomfortable' categories, indicating that even those who build and maintain these systems acknowledge the limitations and potential risks of AI.
Figure 4 also shows that 40.0% of Managers are 'Neutral', and another 22.2% are 'Somewhat Uncomfortable', reflecting a cautious stance on fully endorsing AI without human oversight, which may stem from the managerial focus on risk management and accountability. 
[bookmark: _Toc164859697]Figure 4 - Different Roles on Comfort with AI Integration on Decision Making in the SOC

Training and AI Technology Types
As shows in Figure 5, between all three roles, “On the Job Training” was the highest response given by all respondents. This can be due to on-the-job training allowing engineers, analysts, and managers to learn within the context of their specific work environment, applying AI tools and processes directly to the systems and situations they encounter daily. This hands-on experience can often be more impactful than the theoretical knowledge gained in formal courses, leading to deeper understanding and retention of skills. In addition, every SOC has a unique set of tools, threats, and workflows. On-the-job training can be tailored to address the specific needs and challenges of the organization, which generic courses and webinars may not fully cover. Engineers, who need to integrate AI systems, analysts, who interpret AI outputs, and managers, who oversee AI implementation, all benefit from learning that is directly relevant to their operational context. 
[bookmark: _Toc164859698]Figure 5 - Different Roles on Training Provided to Adapt to AI Integrated Systems

[bookmark: _Toc163830983]Future Visions and SOC Functions Impacted by AI

As shown in Figure 6, Analysts predicted a broad spectrum of AI applications in the future, with a substantial 56.3% envisioning its use in automated threat detection, indicating a strong belief in AI's ability to enhance current detection capabilities. Incident response also appeared as a significant future use for 56.3% of analysts, suggesting that they foresee AI playing a crucial role in not only identifying threats but also in responding to them. Predictive analytics, which is essential for proactively identifying potential security breaches, is foreseen by 50% of analysts, and user behavior analysis by 50%, which indicated an expectation that AI will also contribute to understanding and mitigating insider threats. 
Additionally Figure 6 displays that Engineers showed a varied expectation of AI’s future utilization. Automated threat detection stands out, with 74.1% of Engineers who anticipated its increased role, which may be indicative of a push towards more autonomous security monitoring systems. Predictive analytics was seen by 74.1% of Engineers as a significant area where AI can contribute, reflecting an understanding of AI’s capabilities in forecasting and planning for potential security threats. User behavior analysis was identified by 33.3%. of engineers, suggesting a focus on leveraging AI to understand complex patterns in user activity that may precede security incidents. 
Figure 6 shows that Managers placed a strong emphasis on incident response, with 77.8% identifying it as a key area for AI application. This aligns with the managerial priority of reducing the time to respond to incidents and mitigating their impact. In contrast to analysts and engineers, managers see predictive analytics (22.2%) and user behavior analysis (22.2%) as slightly less of a focus. Their perspective may stem from a strategic view that emphasizes AI’s role in comprehensive risk management and organizational impact rather than solely technical solutions. 
[bookmark: _Toc164859699]Figure 6 - Different Roles on Future Utilization of AI in SOC

[bookmark: _Toc163830984]Correlation of Results with Respondent Characteristics: Length of Professional Experience 

[bookmark: _Toc163830985]Comfort with AI in Decision-Making

Among SOC professionals with less than one year of experience, 36.4% reported that they are neutral in their comfort level with AI decision making in the SOC as shown by Figure 7. This can be due to an on going study about SOC processess in their young careers. 
Figure 7 shows professionals in the early stages of their SOC careers (1-3 years) exhibit a rapidly growing ease with AI, with a sizable proportion (40.7%) reporting feeling 'Somewhat Comfortable'. This suggests an early adaptation phase where AI tools begin to become an integral part of their operational toolkit. 
Figure 7 also shows that the mid-career group, with 4-6 years of experience, showed a higher incidence of comfort, with 90.0% feeling 'Very Comfortable'. This could be indicative of a period where professionals have not only adapted to but also started to rely on AI for more effective decision-making in SOCs. 
Interestingly, Figure 7 shows there are no individuals with more than six years of experience reporting a 'Very Comfortable' level with AI, suggesting that more seasoned professionals might retain a level of reservation or a preference for traditional decision-making processes. However, they also do not report discomfort, indicating an balance of acceptance without complete reliance on AI technologies. 
[bookmark: _Toc164859700]Figure 7 – Different Years of Experience on Comfort Level with AI Decision Making in SOC

[bookmark: _Toc163830986]Benefits Noted from AI Integration:

Enhanced Accuracy: Individuals with "1-3 years" and "4-6 years" of experience reported this benefit most frequently as seen in Figure 8. This suggested that AI’s contribution to precision in threat detection and response is highly valued among those with relatively newer exposure to SOC operations.
Improved Efficiency: Respondents with "More than 6 years" and "1- 3 years" of experience reported improved efficiency as seen in Figure 8. This indicated that both the most experienced and the least experienced professionals recognize the operational streamlining that AI provides. 
[bookmark: _Toc164859701]Figure 8 - Different Years of Experience on Benefits and Drawbacks of AI in SOC Operations

[bookmark: _Toc163830987]Drawbacks Noted Across AI Integration:

Dependency on Technology: Reported as a drawback across all experience levels, with "less than 1 year" experience individuals highlighting this the most . This concern may reflect a perceived over-reliance on AI which could potentially lead to gaps in manual threat-handling capabilities.
Lack of Human Insight: Noted significantly by respondents with "more than 6 years" of experience. Professionals at this level may have developed enough expertise to value human intuition and analysis in threat detection and may be hesitant about AI potentially undermining these skills. 
[bookmark: _Toc163830988]Workflow Changes Post-AI Integration in SOCs

Figure 9 shows professionals with less than one year of experience reported a modest impact of AI on their workflow, with 50%  seeing a “Slightly More Efficient” shift and 33.3% seeing no change. This group, just embarking on their SOC career, may not have a pre-AI workflow to compare against, thus perceiving AI enhancements as a standard part of their operational environment. 
Additionally Figure 9 shows individuals within the 1-3 year experience bracket indicated a more pronounced influence of AI, with 22.2% experiencing a “Much More Efficient” change and 22.2% seeing a “Slightly More Efficient Shift”. These early-career professionals are at a critical juncture where they start to contrast their initial training with the realities of an AI-integrated SOC, which could account for their heightened awareness of AI's impact. 
Continuing, Figure 9 shows that those with 4-6 years of experience perceived  a “Slightly More Efficient” change at 54.5%. This segment of the workforce has developed a solid foundation in SOC operations and may begin to fully leverage AI capabilities, integrating them into more complex aspects of their workflow.
Finally, Figure 9 shows veterans in the field, with more than six years of experience, reported the the Workflow stayed “About the Same” the most at 71.4%. 
[bookmark: _Toc164859702]Figure 9 - Different Years of Experience on SOC Workflow changes Since AI Integration


[bookmark: _Toc163830989]Perceptions of AI's Impact on Threat Detection and Response:

Figure 10 showed that respondents with less than 1 Year of Experience, exhibited optimism about AI's role, with 50% deeming it 'Very Positive' and a further 33.3% 'Somewhat Positive'. This indicated a strong initial confidence in AI among those who may have trained on these systems from the outset of their careers. 
Figure 10 also showed that respondents with 1-3 Years of Experience had their perceptions become slightly more reserved. Those within the 1-3 years bracket reported a 'Very Positive' view at 33.3% and 'Somewhat Positive' at 55.6%. This group likely begins to encounter the practical realities and limitations of AI, leading to a nuanced understanding of its capabilities. 
Additionally, Figure 10 shows respondents with 4-6 years of experience aligned with the previous two groups, with 54.5% reporting a 'Very Positive' impact and 36.4% 'Somewhat Positive'. This cohort's understanding of AI's impact may be influenced by their witnessing of its evolution and effectiveness over time, possibly tempering their expectations based on practical experience. 
Continuing, Figure 10 shows respondents with more than 6 years of experience showed significant confidence in AI, with 25% stating a 'Very Positive' perception and 50% 'Somewhat Positive'. Their extensive exposure allowed them to appreciate the strides made in AI for threat detection and response, perhaps recognizing the strides in AI capabilities compared to the earlier stages of their careers.
Neutral and Negative Perceptions: It's notable that across all experience levels, the percentages who viewed AI's impact as 'Neutral' or 'Negative' were substantially lower, as seen in Figure 10, suggesting that irrespective of experience, the overall sentiment towards AI is positive. 
[bookmark: _Toc164859703]Figure 10 - Different Years of Experience on Perception of AI Improving Threat Detection and Response

[bookmark: _Toc163830990]AI-Driven Changes in SOC Operations 

Figure 11 shows that the survey data presented illustrates a spectrum of changes experienced by SOC professionals as a result of AI integration, with these changes perceived differently depending on the respondents' years of experience in the field.
Faster Response Times: Professionals with 4-6 years of experience reported the most significant increase in speed (77.3%), suggesting that for those with some experience under their belt, AI's contribution to accelerating operations is particularly notable. This was followed by those with less than one year (66.6%) and 1-3 years at (61.1%). Remarkably, those with more than six years of experience reported a smaller increase in speed (25%), which reflected a more measured assessment of AI's impact compared to more traditional methods.
Better Data Analysis: Improved data analysis stood out as a significant change for those with 1-3 years of experience (61.1%) and for those with 4-6 years (72.7%). Seasoned professionals with more than six years note a 25% improvement, whereas the least experienced group reports at (66.7%.)
Reduced Workload: Reduction in workload was most felt by those with 4-6 years of experience (72.7%), who may be transitioning from hands-on tasks to more strategic roles where AI's efficiency gains are more apparent. This sentiment decreased slightly for those with more than six years of experience (25%) and to 61.1% for those with 1-3 years. Those with less than one year reported a significant 66.7% reduction. 
Increased Complexity: Interestingly, an increase in complexity due to AI was observed more by those with more than six years of experience (62.5%) than by those with less experience. This could indicate that with a more extensive background, professionals are more likely to recognize and grapple with the nuanced complexities that AI can introduce. 
[bookmark: _Toc164859704]Figure 11 - Different Years of Experience on Changes Seen in SOC Operations Since AI Integration


[bookmark: _Toc163830991]Challenges Encountered Due to Integration of AI 

As shown in Figure 12, our findings delineate a spectrum of challenges that correlate with the length of experience in the field. 'Resistance to change' is prominently perceived as a challenge by those with 1-3 years (61.1%) and 4-6 years (59.1%) of experience. This resistance diminishes noticeably among those with 6-8 years (37.5%) of experience, suggesting that mid-career professionals may have adapted more readily to AI's encroachment into traditional SOC roles. Interestingly, the challenge of “Technical difficulties” and “Training Requirements” was consistently acknowledged across all experience levels, peaking with those having more than 6 years of experience (100%) and (87.5%). 
[bookmark: _Toc164859705]Figure 12 - Different Years of Experience on Challenges Encountered Due to AI in SOC

[bookmark: _Toc163830992]Future Utilization of AI in SOC: 

Figure 13 shows the expectation of AI’s role in “Automated Threat Detection” was widely held across all experience levels, with the highest anticipation among those with 1-3 years (66.7%) and those with less than 1 year (66.7%). This uniformity across experience levels indicated a consensus on the value AI brings to threat detection and its criticality in future SOC activities. 
Additionally Figure 13 shows that Behavior Analysis had the highest variation in expectation across different experience levels, with the highest being for those with more than 6 years of experience (62.5%) and the lowest for those with less than 1 year of experience (16.7%). This suggested that while behavior analysis is recognized as an AI application, it might not be perceived as the most impactful area where AI could contribute in the future for professionals early in their career.  
Moving on, Figure 13 shows professionals with more than 6 years of experience had the highest anticipation for AI in “Incident Response” (75%), indicating that late-career professionals might see AI as a valuable assistant in managing the ever-complex landscape of cybersecurity incidents. 
Finally Figure 13 shows that “Predictive Analytics” held a consistent level of anticipation across most experience levels but peaked among those with less than 1 year of experience (83.3%) and 4-6 years of experience at (63.6%). This might reflect an operational desire for more advanced predictive tools to aid in the proactive stance against cyber threats. 
[bookmark: _Toc164859706]Figure 13 - Different Years of Experience on Future Utilization of AI in SOC

[bookmark: _Toc163830993]Suggested Improvements in AI Systems: An Experience-Based Insight 

As shown in Figure 14. the survey revealed a diverse range of suggestions for improving AI systems within Security Operations Centers (SOCs), with each experience bracket offering distinct insights likely shaped by their tenure in cybersecurity.
Those with less than one year of experience prioritized “Customization Options” (50%), as well as “Integration with Other Tools” (66.7%). This suggested that even early in their career, there's was a notable value placed on AI systems that can seamlessly mesh with an existing cybersecurity ecosystem and be customized to fulfil any specfic use cases. 
For those with 1-3 years of experience, “User Friendliness” (61.1%) and “Integration with Other Tools” (50%) were the most pressings areas of improvement.  
Professionals with 4-6 years of experience suggested 'Better accuracy' (68.2%) as the primary improvement, emphasizing the criticality of precision in threat detection and response that AI systems must achieve. This was closely followed by 'User-friendliness' (59.1%), reflecting the desire for more intuitive AI systems that can be easily managed by individuals in the mid-stages of their careers. 
For professionals with more than 6 years of expereience, “User Friendliness” was by far the most chosen for suggested improvement in current AI systems. This showed the desire for even veterans in the field to have a user friendly system that can integrate with their current SOC. 
[bookmark: _Toc164859707]Figure 14 - Different Years of Experience on Suggested Improvements of AI in SOC

[bookmark: _Toc163830994]Training Dynamics for AI Integration in SOCs 

Figure 15 shows professionals with less than 1 years of experience had a strong inclination towards ‘On-the-Job Training’ (66.67%), reflecting a hands-on approach to learning that is conducive to entry-level staff. This group also recognized the value of ‘Formal External Courses’ (33.3%), suggesting an openness to augmenting practical knowledge with formal education. 
Figure 15 also shows that for those with 1-3 years of experience, the preference for ‘On-the-Job Training’ was overwhelmingly clear, with 72.2% identifying it as their training method. The substantial reliance on this mode of learning indicated a trend among professionals who have gained foundational knowledge and prefer to expand their skills in a practical, work-related context. 
Additonally Figure 15 shows mid-career professionals with 4-6 years of experience also favored ‘On-the-Job Training’ (75%), but there was a notable increase in preference for ‘Online Courses/Webinars’ (40.9%). This could signify a shift towards continuous learning and self-education as these professionals seek to deepen their understanding of AI technologies. 
As with the previous groups, for individuals more than 6 years of experience, “On-the-Job Training” took precedence (85.7%). This group also exhibited a balanced approach to training, with ‘Formal External Courses’ being used by 42.9% of respondents. The data suggested a versatile training approach where mid-to-senior professionals diversify their learning sources to gain a comprehensive understanding of AI integration. 
Finally as Figure 15 shows, across the spectrum, ‘On-the-Job Training’ remained the predominant method of training for adapting to AI-integrated systems, which may underscore its effectiveness in providing immediate, relevant skills. However, there was a clear trend indicating that as professionals accrue more experience, there is a gradual increase in the utilization of ‘Online Courses/Webinars’, suggesting a proactive engagement with ongoing education in AI. 
[bookmark: _Toc164859708]Figure 15 - Different Years of Experience on Training Provided to Adapt to AI Integrated Systems
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[bookmark: _Toc163830995]CHAPTER FIVE: SUMMARY OF FINDINGS

The integration of Artificial Intelligence (AI) into Security Operations Centers (SOCs) represents a significant evolution in the cybersecurity landscape, marked by both optimism and challenges. This thesis has explored the multi-layered impact of AI on SOC operations, focusing on the perceptions of SOC analysts, engineers, and managers. Through a comprehensive survey and analysis, key insights have emerged, offering a nuanced understanding of AI's role within SOCs.
Perceptions and Experiences of SOC Professionals:
The survey findings revealed a generally positive perception of AI's integration into SOCs, with professionals highlighting enhanced efficiency, accuracy, and reduced workload as the main benefits. SOC personnel across various roles—engineers, analysts, and managers—share an optimistic view on AI's potential to improve threat detection capabilities. However, this optimism is tempered by concerns over technical difficulties, the need for extensive training, and a degree of resistance to change within SOC teams.
Impact of AI on SOC Operations:
AI's integration has led to tangible improvements in SOC operations, notably in automating threat detection, enhancing predictive analytics, and streamlining incident response processes. These advancements are seen as pivotal in advancing cybersecurity practices, with SOC professionals expecting AI to play a crucial role in the future of cybersecurity defenses. Yet, the transition to AI-driven operations has not been without its challenges. Technical complexities, the necessity for specialized training, and the adaptation of existing workflows to accommodate AI technologies have been identified as significant hurdles.
[bookmark: _Toc163830996]Role-Specific Insights

In producing our research on the integration of Artificial Intelligence (AI) in Security Operations Centers (SOCs), we found that perceptions and experiences distinctly align with the professional roles of analysts, engineers, and managers. Each group confronted unique challenges, perceives changes, and holds varied expectations of AI's role in the SOC environment.
Analysts noted a significant resistance to change and technical challenges, reflecting the direct impact and steep learning curve AI tools present. Engineers also faced resistance to change but from a technical integration standpoint, reflecting the complex nature of adapting existing systems to AI. Managers, fewer in survey numbers, shared the concern of resistance to change, highlighting the overarching theme of adaptation across the SOC spectrum.
Operational changes and workflow efficiencies saw improvements through AI, particularly in data analysis, a testament to AI's impact on SOC operations. However, the perceived effectiveness of AI varies, suggested a nuanced understanding shaped by the uniqueness of each role.
Comfort with AI showcases an incline of trust across the roles, with analysts and engineers displaying a higher comfort level, suggestive of their technical interactions with AI. Managers exhibited a more cautious stance, emphasizing a need for oversight and risk management.
On-the-job training was favored across all roles, emphasizing the value of contextual and practical learning over theoretical instruction. It points to the preference for dynamic, hands-on experience in understanding and applying AI in real-time scenarios, tailored to the unique landscape of each SOC.
Looking ahead, analysts, engineers, and managers all anticipated AI's evolving role in enhancing SOC capabilities, from automated threat detection to incident response. Yet, managers placed a greater emphasis on the strategic implications of AI, differing from analysts and engineers who focused more on technical applications.
[bookmark: _Toc163830997]Experience-Based Insights

Our thesis findings revealed a nuanced relationship between SOC professionals' length of professional experience and their attitudes, perceptions, and experiences with AI in decision-making and operations. Early-career professionals, particularly those with less than one year of experience, exhibited neutrality towards AI, likely due to their growing stage in understanding SOC processes. However, as these professionals gained experience, their comfort with AI noticeably increased, with a significant leap in comfort levels observed in those with 1-3 years of experience, highlighting an early adaptation phase. By mid-career (4-6 years of experience), a majority reported a high level of comfort with AI, suggesting a period of reliance on AI for effective decision-making. Conversely, veterans with over six years of experience showed no report of high comfort, indicating a preference for a balance between AI and traditional processes.
The integration of AI within SOCs has yielded tangible benefits, particularly in enhancing accuracy and improving efficiency, as reported by professionals across different experience levels. Nonetheless, challenges such as dependency on technology and a lack of human insight are noted, with the latter concern more prevalent among seasoned professionals. This suggests a nuanced perception of AI's role, acknowledging both its contributions and limitations.
AI's impact on SOC workflow varies by experience, with newcomers perceiving slight efficiency improvements, while mid-career professionals reported a more significant change. Interestingly, veterans reported minimal change, suggesting an established workflow less influenced by AI integration.
In terms of AI's impact on threat detection and response, optimism is evident across all experience levels, with a positive outlook prevailing. However, the degree of positivity varies, reflecting a growing understanding of AI's capabilities and limitations through hands-on experience.
Operational changes post-AI integration are evident, with increased speed and accuracy in operations reported, especially by mid-career professionals. Despite these advancements, the survey highlights challenges such as resistance to change and technical difficulties, underscoring the complexity of integrating AI into SOC operations.
Expectations for AI's future role in SOC emphasize automated threat detection and incident response, with predictions varying slightly by experience level. This indicates a consensus on the value of AI, although with nuanced expectations based on firsthand experience.
Suggestions for improving AI systems in SOCs include customization options, user friendliness, and better accuracy, reflecting a desire for AI tools that are both effective and intuitive across all stages of professional development.
Training dynamics for AI integration underscore the importance of on-the-job training across all experience levels, with a gradual increase in the utilization of formal external courses and online webinars as professionals advance in their careers. This suggests a continuous learning approach to keeping pace with AI advancements in SOC operations.
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[bookmark: _Toc163830998]CHAPTER SIX: FUTURE RESEARCH

The implications of these findings for future research are profound and multilayered. We will now aim to explore these implications, proposing several avenues for future research that can further the understanding of AI's role in cybersecurity, address existing challenges, and explore emerging trends.
Enhancing AI's Decision-making Capabilities
Future Research Focus: Investigations could aim to enhance AI's decision-making accuracy and reliability, particularly in unclear or new threat scenarios. This includes developing AI models that can better understand the context and adapt to evolving cyber threats with minimal human intervention.
Implication: Such research would significantly reduce the workload on SOC personnel and increase the efficiency of threat detection and response, addressing a key concern highlighted by SOC professionals.
Balancing Automation with Human Insight
Future Research Focus: There is a need for studies that explore the optimal balance between AI-driven automation and human expertise within SOCs. Research could focus on hybrid models that effectively integrate human intuition and AI's computational power.
Implication: This area of research directly responds to concerns about the dependency on technology and the potential loss of human insight in cybersecurity operations.
Training and Skill Development
Future Research Focus: Investigate the development and implementation of training programs that can better prepare SOC personnel for working alongside AI technologies. This includes identifying the skills that will be most valuable in an AI-integrated SOC environment.
Implication: Addressing the training needs of SOC personnel is crucial for maximizing the benefits of AI integration, as highlighted by the varying comfort levels with AI across different roles and experience levels.
Cultural and Organizational Adaptation
Future Research Focus: Studies should explore strategies for managing the cultural and organizational change associated with AI integration in SOCs. This includes understanding resistance to change and developing frameworks for fostering a culture that embraces AI technologies.
Implication: Such research is critical for addressing the universal challenge of resistance to change identified by SOC professionals at all levels.
Innovative AI Models for Cybersecurity
Future Research Focus: Future research could explore the development of innovative AI models tailored for cybersecurity applications. This includes leveraging advances in machine learning, deep learning, and natural language processing to improve threat detection and response.
Implication: Advancements in AI models have the potential to address the technical challenges and the need for better accuracy and easier integration with existing tools as highlighted by SOC personnel.
Ethical Considerations and AI Governance
Future Research Focus: There is a need for research into the ethical considerations and governance of AI in cybersecurity. This includes studying the impact of AI on privacy, data security, and the potential for biased decision-making.
Implication: Addressing these concerns is essential for ensuring the responsible use of AI in SOCs and maintaining trust in AI-driven cybersecurity operations.
Conclusion
The integration of AI into SOCs presents a promising edge for enhancing cybersecurity operations. However, as this thesis has shown, it also introduces a set of challenges and considerations that require careful attention. Future research in the areas outlined above is crucial for realizing the full potential of AI in cybersecurity, addressing the needs and concerns of SOC personnel, and navigating the ethical and organizational complexities associated with AI integration. This will not only contribute to the advancement of SOC capabilities but also ensure that the evolution of cybersecurity practices keeps pace with the rapidly changing threat landscape.
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APPENDIX B: SURVEY
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Informed Consent to Participate in Research
Information to consider before taking part in research that has no more than minimal risk.
Title of Research Study: The Perception of Security Operations Analysts and Engineers on Integration of AI into Security Operation Centers.
Principal Investigator: Haseeb Waseem(Person in Charge of this Study)
Institution, Department or Division): ECU College of Engr and Technology
Address: 1000 E. 5th St. Greenville, NV 27858
Telephone #: 240-903-5759
Study Coordinator): lipeng@ecu.edu
Telephone #:N/A
Why am I being invited to take part in this research?
The purpose of this research is to explore the integration of Artificial Intelligence (AI) in Security Operations Centers (SOCs) and its impact on the roles and operations within these environments. You are being invited to take part in this research because you have experience or involvement in SOC activities, making your insights valuable to understanding the effects of AI in cybersecurity practices. The decision to participate is entirely yours. Through this research, we hope to learn how AI integration is perceived by SOC professionals and its tangible effects on SOC operations and cybersecurity effectiveness.
If you volunteer to take part in this research, you will be one of about 100 people to do so.  
Are there reasons I should not take part in this research?
If you are under 18 or do not work in a Security Operation Center in any capacity
What other choices do I have if I do not take part in this research?
You can choose not to participate.
Where is the research going to take place and how long will it last?
The research will be conducted at via email survey.  The total amount of time you will be asked to volunteer for this study is 20 minutes
What will I be asked to do?
You will be asked to do the following:  As a participant in this study, you'll take part in an online survey designed to gather your insights on AI integration within Security Operations Centers (SOCs). The survey will ask about your experiences, perceptions, and the impact of AI on your work. It will include multiple-choice questions and some openended ones for more detailed responses. Expect the survey to take approximately 15-20 minutes to complete. No preparatory steps are required, and there's no need for follow-up visits. This survey is strictly for research purposes to understand AI's role in SOCs better. No personal information will be recorded in a way that could identify you, and any data collected will be used solely for this study's analysis. There won't be any audio or video recordings. Your participation is voluntary, and you can choose to withdraw at any time without penalty.
What might I experience if I take part in the research?
We don’t know of any risks (the chance of harm) associated with this research.  Any risks that may occur with this research are no more than what you would experience in everyday life.  We don't know if you will benefit from taking part in this study.  There may not be any personal benefit to you but the information gained by doing this research may help others in the future.
Will I be paid for taking part in this research?
We will not be able to pay you for the time you volunteer while being in this study
Will it cost me to take part in this research?
It will not cost you any money to be part of the research. 
How will you keep the information you collect about me secure?  How long will you keep it?
No identifying information will be kept
What if I decide I don’t want to continue in this research?
You can stop at any time after it has already started. There will be no consequences if you stop and you will not be criticized.  You will not lose any benefits that you normally receive.
Who should I contact if I have questions?
The people conducting this study will be able to answer any questions concerning this research, now or in the future. 
You may contact the Principal Investigator at 240-903-5759 (days, between 9AM – 5PM).  
If you have questions about your rights as someone taking part in research, you may call the ECU University and Medical Center Institutional Review Board (UMCIRB) at phone number 252-744-2914 (days). If you would like to report a complaint or concern about this research study, you may call the Director for Human Research Protections, at 252-744-2914
Is there anything else I should know?
 Most people outside the research team will not see your name on your research record.  This includes people who try to get your information using a court order.
I have decided I want to take part in this research.  What should I do now?
The person obtaining informed consent will ask you to read the following and if you agree, you should click continue and continue on to the survey
In an era where digital security is paramount, the integration of Artificial Intelligence (AI) into Security Operation Centers (SOCs) marks a pivotal shift in cyber defense strategies. This thesis explores the perceptions of SOC analysts and engineers regarding this integration. AI, a branch of computer science focused on creating systems capable of performing tasks that typically require human intelligence, is revolutionizing various fields, including cybersecurity. Its integration in SOCs pertains to employing these intelligent systems for enhanced threat detection, response automation, and security management. The survey conducted as part of this research aims to delve into the roles and responsibilities of SOC professionals and how AI transformation affects these dynamics. It seeks to gauge their perspectives on AI's impact on operational efficiency, challenges faced, and the potential reshaping of their roles. Ensuring the confidentiality and privacy of the survey respondents is a cornerstone of this study. All data collected will be treated with the utmost respect for privacy, ensuring anonymity and secure handling. Participation is voluntary, and the identities of respondents will not be disclosed in any form. This research not only contributes to academic discourse but also aims to provide practical insights for organizations in optimizing their SOCs with AI integration.



Current Job Title within SOC:
· Analyst
· Engineer
· Manager
· Other  (Please Specify)

Years of Experience in SOC-related roles:
· Less than 1 year
· 1 – 3 Years
· 4 – 6 Years
· More than 6 years

Experience with AI-integrated systems in SOC:
· Yes
· No

Perception of AI in improving threat detection and response:
· Very Positive
· Somewhat Positive
· Neutral
· Somewhat Negative
· Very Negative

What are some Benefits and drawbacks of AI in SOC operations:
· Improved efficiency
· Enhanced accuracy
· Reduced workload
· Dependency on technology
· Lack of human insight
· Other (Please specify)

What has been the Effect of AI integration on daily SOC responsibilities:
· Significantly increased
· Moderately increased
· No change
· Moderately decreased
· Significantly decreased

Choose any Changes you have seen in SOC operations since AI integration:
· Faster response times
· Better data analysis
· Shift in job roles
· Increased complexity
· None observed

Choose any Challenges encountered due to AI in SOC:
· Technical difficulties
· Training requirements
· Resistance to change
· Others (Please specify)

Where do you see Future utilization of AI in SOC:
· Automated threat detection
· Predictive analytics
· Incident response
· User behavior analysis
· Other (Please specify)

What is your Comfort level with AI for decision-making in SOC:
· Very Comfortable
· Somewhat Comfortable
· Neutral
· Somewhat Uncomfortable
· Very Uncomfortable

What are some Suggested improvements in current AI systems:
· Better accuracy
· User-friendliness
· Customization options
· Integration with other tools
· Other (Please specify)

How would you rate the level of AI integration in your SOC operations?
· 1 – Very Low
· 2 - Low
· 3 - Moderate
· 4 - High
· 5 – Very High

Which SOC funtions or processes have been most transformed by AI Integration?
· Threat Detection
· Incident Response
· Monitoring and Analysis
· Reporting
· Other (Please specifiy):

What types of AI technologies are integrated into your SOC
· Machine Learning
· Natural Language Processing
· Predictive Analytics
· Automated Response Systems
· Others (Please specifiy):

How did AI Integration in your SOC Occur
· Gradual Implementation
· Specific Project-Based
· Vendor Solution
· In-house Development
· Others (Please specifiy):


To what extent does AI contrivute to the decision-making process in your SOC?
· Not at All
· Slightly
· Moderately
· Significantly
· Fully Automated Decision-Making

Can you provide an example where AI played a crucial role in your SOC: (Open Text)

How has the workflow in your SOC changed since AI Integration?
· Much Less Efficient
· Slightly Less Efficient
· About the Same
· Slightly More Efficient
· Much More Efficient

What are the most noticeable changes in SOC Operations since AI Integration?  (Open Text)

What kind of training was provided for adapting to AI-integrated systems?
· None
· On-the-Job Training
· Formal External Courses
· Online Courses/Webinars
· Other (Please Specify):

How has the role of SOC professionals evolved with AI adoption?
· No Significant Change
· Minor Adjustments
· Formal External Courses
· Online Courses/Webinars
· Other (Please Specify):






Count	
Technical difficulties	Analyst	Engineer	Manager	Other (Please specify)	10	14	8	0	Training requirements	Analyst	Engineer	Manager	Other (Please specify)	11	16	7	0	Resistance to change	Analyst	Engineer	Manager	Other (Please specify)	8	16	4	1	Others (Please specify)	Analyst	Engineer	Manager	Other (Please specify)	0	0	0	0	



Count	
Faster response times	Analyst	Engineer	Manager	Other (Please specify)	11	19	2	1	Better data analysis	Analyst	Engineer	Manager	Other (Please specify)	11	19	1	1	Shift in job roles	Analyst	Engineer	Manager	Other (Please specify)	5	13	4	0	Increased complexity	Analyst	Engineer	Manager	Other (Please specify)	3	3	8	0	None observed	Analyst	Engineer	Manager	Other (Please specify)	0	3	0	0	Other (Please specify)	Analyst	Engineer	Manager	Other (Please specify)	0	0	0	0	



Count	
Significantly increased	Analyst	Engineer	Manager	Other (Please specify)	6	6	1	0	Moderately increased	Analyst	Engineer	Manager	Other (Please specify)	6	14	1	0	No change	Analyst	Engineer	Manager	Other (Please specify)	1	5	3	1	Moderately decreased	Analyst	Engineer	Manager	Other (Please specify)	2	2	3	0	Significantly decreased	Analyst	Engineer	Manager	Other (Please specify)	1	0	1	0	



Count	
Very Comfortable	Analyst	Engineer	Manager	Other (Please specify)	2	6	2	0	Somewhat Comfortable	Analyst	Engineer	Manager	Other (Please specify)	11	14	1	1	Neutral	Analyst	Engineer	Manager	Other (Please specify)	2	4	4	0	Somewhat Uncomfortable	Analyst	Engineer	Manager	Other (Please specify)	1	3	2	0	



Count	
None	Analyst	Engineer	Manager	Other (Please specify)	1	2	1	0	On-the-Job Training	Analyst	Engineer	Manager	Other (Please specify)	10	18	9	0	Formal External Courses	Analyst	Engineer	Manager	Other (Please specify)	9	9	2	1	Online Courses/Webinars	Analyst	Engineer	Manager	Other (Please specify)	5	10	1	0	Other (Please specify)	Analyst	Engineer	Manager	Other (Please specify)	0	0	0	0	



Count	
Automated threat detection	Analyst	Engineer	Manager	Other (Please specify)	9	20	4	0	Predictive analytics	Analyst	Engineer	Manager	Other (Please specify)	8	20	2	1	Incident response	Analyst	Engineer	Manager	Other (Please specify)	9	12	7	0	User behavior analysis	Analyst	Engineer	Manager	Other (Please specify)	8	9	2	0	Other (Please specify)	Analyst	Engineer	Manager	Other (Please specify)	0	0	0	0	



Count	
Very Comfortable	Less than 1 year	1-3 years	4-6 years	More than 6 years	0	1	9	0	Somewhat Comfortable	Less than 1 year	1-3 years	4-6 years	More than 6 years	2	11	11	3	Neutral	Less than 1 year	1-3 years	4-6 years	More than 6 years	4	2	0	5	Somewhat Uncomfortable	Less than 1 year	1-3 years	4-6 years	More than 6 years	0	4	2	0	



Count	
Improved efficiency	1-3 years	4-6 years	Less than 1 year	More than 6 years	15	17	4	2	Enhanced accuracy	1-3 years	4-6 years	Less than 1 year	More than 6 years	10	16	2	3	Reduced workload	1-3 years	4-6 years	Less than 1 year	More than 6 years	11	16	4	2	Dependency on technology	1-3 years	4-6 years	Less than 1 year	More than 6 years	10	6	5	4	Lack of human insight	1-3 years	4-6 years	Less than 1 year	More than 6 years	7	5	4	5	Other (Please specify)	1-3 years	4-6 years	Less than 1 year	More than 6 years	0	0	0	1	



Count	
Much Less Efficient	Less than 1 year	1-3 years	4-6 years	More than 6 years	0	1	0	0	Slightly Less Efficient	Less than 1 year	1-3 years	4-6 years	More than 6 years	1	3	0	0	About the Same	Less than 1 year	1-3 years	4-6 years	More than 6 years	2	6	6	5	Slightly More Efficient	Less than 1 year	1-3 years	4-6 years	More than 6 years	3	4	12	2	Much More Efficient	Less than 1 year	1-3 years	4-6 years	More than 6 years	0	4	4	0	



Count	
Very Positive	Less than 1 year	1-3 years	4-6 years	More than 6 years	3	6	12	2	Somewhat Positive	Less than 1 year	1-3 years	4-6 years	More than 6 years	2	10	8	4	Neutral	Less than 1 year	1-3 years	4-6 years	More than 6 years	1	1	2	1	Somewhat Negative	Less than 1 year	1-3 years	4-6 years	More than 6 years	0	1	0	1	



Count	
Faster response times	1-3 years	4-6 years	Less than 1 year	More than 6 years	11	17	4	2	Better data analysis	1-3 years	4-6 years	Less than 1 year	More than 6 years	11	16	4	2	Shift in job roles	1-3 years	4-6 years	Less than 1 year	More than 6 years	11	7	2	2	Increased complexity	1-3 years	4-6 years	Less than 1 year	More than 6 years	4	3	2	5	None observed	1-3 years	4-6 years	Less than 1 year	More than 6 years	2	0	1	0	Other (Please specify)	1-3 years	4-6 years	Less than 1 year	More than 6 years	0	0	0	0	



Count	
Technical difficulties	1-3 years	4-6 years	Less than 1 year	More than 6 years	9	13	2	8	Training requirements	1-3 years	4-6 years	Less than 1 year	More than 6 years	12	12	4	7	Resistance to change	1-3 years	4-6 years	Less than 1 year	More than 6 years	11	13	3	3	Others (Please specify)	1-3 years	4-6 years	Less than 1 year	More than 6 years	0	0	0	0	



Count	
Automated threat detection	1-3 years	4-6 years	Less than 1 year	More than 6 years	12	14	4	3	Predictive analytics	1-3 years	4-6 years	Less than 1 year	More than 6 years	10	14	5	3	Incident response	1-3 years	4-6 years	Less than 1 year	More than 6 years	7	12	4	6	User behavior analysis	1-3 years	4-6 years	Less than 1 year	More than 6 years	8	5	1	5	Other (Please specify)	1-3 years	4-6 years	Less than 1 year	More than 6 years	0	0	0	0	



Count	
Better accuracy	1-3 years	4-6 years	Less than 1 year	More than 6 years	7	15	2	3	User-friendliness	1-3 years	4-6 years	Less than 1 year	More than 6 years	11	13	5	7	Customization options	1-3 years	4-6 years	Less than 1 year	More than 6 years	6	6	3	2	Integration with other tools	1-3 years	4-6 years	Less than 1 year	More than 6 years	9	10	4	5	Other (Please specify)	1-3 years	4-6 years	Less than 1 year	More than 6 years	2	0	0	0	



Count	
None	1-3 years	4-6 years	Less than 1 year	More than 6 years	2	1	1	0	On-the-Job Training	1-3 years	4-6 years	Less than 1 year	More than 6 years	13	14	4	6	Formal External Courses	1-3 years	4-6 years	Less than 1 year	More than 6 years	8	9	2	3	Online Courses/Webinars	1-3 years	4-6 years	Less than 1 year	More than 6 years	5	9	2	0	Other (Please specify)	1-3 years	4-6 years	Less than 1 year	More than 6 years	0	0	0	0	
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The Perception of Security Operations Analysts and Engineers on Integration of AI into Security
Operation Centers.


I am pleased to inform you that your research submission has been certified as exempt on 3/11/2024. This study
is eligible for Exempt Certification under category # 2a.


 


It is your responsibility to ensure that this research is conducted in the manner reported in your application
and/or protocol, as well as being consistent with the ethical principles of the Belmont Report and your profession.
 


This research study does not require any additional interaction with the UMCIRB unless there are proposed
changes to this study. Any change, prior to implementing that change, must be submitted to the UMCIRB for
review and approval. The UMCIRB will determine if the change impacts the eligibility of the research for exempt
status. If more substantive review is required, you will be notified within five business days.
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Survey Questions(0.01) Study Protocol or Grant Application
Survey Questions(0.01) Surveys and Questionnaires
Survey Questions.docx(0.01) Data Collection Sheet
Thesis Proposal(0.01) Study Protocol or Grant Application


For research studies where a waiver or alteration of HIPAA Authorization has been approved, the IRB states that
each of the waiver criteria in 45 CFR 164.512(i)(1)(i)(A) and (2)(i) through (v) have been met. Additionally, the
elements of PHI to be collected as described in items 1 and 2 of the Application for Waiver of Authorization have
been determined to be the minimal necessary for the specified research.
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