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Module 10: Wireless Networks

Lesson 1: Wireless Networks and Protocols


1. Overview.
The importance of wireless networks has never been greater than it is now. The road to wireless networks has been a long, interesting one. Wireless networks started as a humble wireless telegraph in 1896, and grew into telephones, satellites, computers, the ARPANET, ALOHANET, and, eventually, Wi-Fi (Admin, 2017) (Exigent Networks, 2018). Unsurprisingly, it does not seem to be leaving any time soon. In fact, according to market research conducted by PR Newswire the revenue in the global wireless market is expected to expand from $1,431.3 billion in 2019 to $5,519.4 billion by 2024 (Research and Markets, 2020). With the recent pandemic, the position of wireless networks and wireless internet access as an important staple in homes and the workplace has never been more proven and solidified.  As more and more wireless devices become available, wireless networks are becoming more prevalent and, in some cases, even preferred. Imagine, for example, if all the computing devices around had to be connected to share data. That means anything that communicates to other devices. How inconvenient would it be if a phone had to be connected to a smart watch, headphones, laptop, and another person’s phone to send data to all those devices? One would have to constantly move cables and reconfigure devices just to send that meme to your friends. Yet they still wouldn’t have Internet access until you plugged into wired IT infrastructure! With this knowledge, it is vital that our future workforce understands wireless networks, how they work, and why they are needed. 

2. Objectives.
In this lesson, students learn how to:
· Define a wireless network and its benefits
· Compare and contrast wireless and wired networks to identify advantages and disadvantages of each and determine when each should be used
· Identify types of wireless networks, their benefits/differences and when they are used
· Choose a model that is most appropriate for a given, straightforward scenario
· Match common wireless protocols/standards with their uses



3. Discussion Topics.

1. Predictions of the Future of Wireless Networking.

· Based on the history of wireless networks and computing, discuss what developments in wireless networking may come about in the future and why would they be needed/what event or technology will initiate these developments.
2. Advantages and Disadvantages of Wireless Networks

a) Advantages of Wireless Networks

· Introduce the terms scalability and BYOD.
· Students should be able to identify the benefits of wireless networks, such as its ability to increase mobility and access/availability to networks, typically reducing costs to upgrade or expand the network.
· Note also that the benefits of wireless networks extend to the general welfare of society. Public locations with wireless networks provide Internet connectivity to community members which may otherwise be unable to access the Internet. In doing so, they open the door for these citizens to expansive opportunities in employment, education, and beyond; offering these hotspots can also attract more patrons to their business.

b) Disadvantages of Wireless Networks

· Point out that, while the benefits of wireless networks are vast, the disadvantages are severe. In addition to reliability and interference issues, wireless networks face critical security vulnerabilities, and their wireless nature creates more opportunity for threat actors to access said networks. Some of the population are fearful, even cripplingly so, of the inherent insecurity of wireless networks, especially those in public locations. Couple this with a fear of technology some have, and wireless networks become a frightening scene for those who could easily fall victim to an attack.

3. Network Types and Encryptions

· Discuss why or when a less-secure encryption method may want to be used in specific scenarios, like catching or luring attackers.
· Based on the information provided on network types, discuss what wireless network types may be needed or beneficial and what area they would cover.

4. Protocols in Daily Application

· Based on the student’s experience, discuss what protocols may be used when connecting to the Internet or other devices in various locations.
· Using the student’s understanding on interference, waves, and frequency ranges, discuss why having more channels could be better and in what scenarios it could be worse.
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4. Lecture Discussion Questions.

1. Where would you expect to see a wireless network?
Answers will vary. Can include home, office, library, school, café, public places, hard-to-access or cable locations, etc.

2. What are some uses or features that may be better suited for a wireless network than a wired network? Why?
Answers will vary. Can include file transfer because you do not have to depend on the parties being close/local or on cable, printing because you do not have to plug in a device each time you want to print from it, security systems because it may be difficult or impossible to run cable to the cameras or alarms, systems where there are many connections because the number of connections is not limited to the number of ports available, etc.

3. How do you use wireless networks in daily life?
Answers will vary. Can include smart TV, laptop/computer/other device, phone, Bluetooth speakers/headphone, car, thermostat/smart home technology, etc.

4. What is some of the hardware used in wireless networks?
Answer: Wireless-capable router, wireless adapters/NIC, switches, access points, wireless extenders, firewalls, etc.

5. Name the steps in how a wireless network works.
Answer: Send data via radio waves to wireless router, radio waves are converted to machine-readable binary, router sends the data out of its wired connection, etc.

6. Sort the network types in order of size and discuss what they are used for.
Answer: WPAN (used for small ranges of about 30 feet), WLAN (used for single buildings or a small group of buildings), WMAN (used within a city or region, spans 30 miles), and WWAN (spans beyond cities and can be worldwide)

7. Which wireless security method is the safest and why is wireless security so important?
Answer: WPA2; so important because of the inherent security risks with wireless (mentioned in the fourth discussion topic above)


5. Additional Suggested Projects/Activities.

· Create and demonstrate the set-up, configuration, and testing of a home router, preferably wireless, and/or wireless network. Once set-up and configuration is complete, show students that the network now shows up on your phone or device, and connect to the network.
· Use Packet Tracer to observe the path of a packet in a wireless network.
· Use Wireshark, if possible, to observe packets in a wireless network. For advanced demonstrations, consider showing how WEP can easily be decrypted in personal mode (wiki.wireshark.org/HowToDecrypt802.11; www.shortmsgserv.co.uk/cracking-wep-encryption/)
· Create a diagram of a wireless network at each level (WPAN, WLAN, WMAN, WWAN).


6. Additional Resources.

In addition to the lesson and resources provided above, additional resources may be required or desired. Below are just a few additional resources, though there are a plethora of options available of various complexities.

How the Internet Works in 5 Minutes: www.youtube.com/watch?v=7_LPdttKXPc

WEP and Why You Shouldn’t Use It: www.youtube.com/watch?v=ab6GYvKxfV0; www.coursera.org/lecture/it-security/wep-encryption-and-why-you-shouldn-t-use-it-rVi6O

WPA and WPA2: www.youtube.com/watch?v=hLQ5rYNUwNg; www.youtube.com/watch?v=DspgyuedICM

How Wireless Networking/Wi-Fi Works: www.youtube.com/watch?v=dNsV6Biw4tc; www.youtube.com/watch?v=xKewKMupA58

History of Wireless: www.youtube.com/watch?v=osljGgqYL5w; www.youtube.com/watch?v=X5jPoQzEh-M; www.youtube.com/watch?v=PU6JO8KPRs0

Orthogonal Frequency-Division Multiplexing: en.wikipedia.org/wiki/Orthogonal_frequency-division_multiplexing

Multi-Input Multi-Output: en.wikipedia.org/wiki/MIMO

Direct-Sequence Spread Spectrum: en.wikipedia.org/wiki/Direct-sequence_spread_spectrum
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Algorithm: a process or set of rules to be followed in calculations or other problem-solving operations, especially by a computer.
Authentication: the process or action of verifying the identity of a user or process.
Automated: the use of largely automatic equipment in a system.
Bit: a unit of information expressed as either a 0 or 1 in binary notation.
Bring Your Own Device (BYOD): the practice of allowing the employees of an organization to use their own computers, smartphones, or other devices for work purposes.
Cellular Network: a radio network distributed over land through cells where each cell includes a fixed location transceiver known as a base station.
Commercial: making or intended to make a profit.
Encryption: the process of converting information or data into a code, especially to prevent unauthorized access.
Hotspot: a public place with an available wireless signal for internet access.
Network Interface Card (NIC): a component that provides networking capabilities for a computer.
Network: a number of interconnected computers, machines, or operations.
Protocol: a set of rules governing the exchange or transmission of data between devices.
Telegraph: a system for transmitting messages from a distance, especially one creating signals by making and breaking an electrical connection.
Transistor: a semiconductor device with three connections, capable of amplification in addition to rectification.
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